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The reason is that executable notations and property-oriented notations are not as different, fundamentally, as

they might seem. Consider a large Buchi automaton—one with many states and transitions. It might be used as an

executable specification, just as a Statechart or RSML specification might be. At the same time, the results of

Alpern and Schneider show that it is equivalent to a large number of separate safety ("in state S, actions of type A

cannot occur") and liveness ("in state S, an action of type A or B must eventually occur") properties.

There is no reason whatsoever why an executable notation cannot obey the first three rules; it is only

necessary to ensure that its states and actions are environment phenomena, and that no category of action is

discriminated against.

There may be a slight problem with distinguishing indicative and optative properties in executable

specifications because, as noted above, many distinct properties are grouped together in a unified whole. This

problem can be solved by putting indicative and optative properties in separate modules, or by establishing

conventions for determining which aspects of a single module are meant to be indicative and which optative.

6.3. Completion

If the five following criteria are satisfied, then requirements engineering, in the strongest sense, is complete.

We are guaranteed that the specification is implementable (at least in principle) without recourse to any additional

information. We are also guaranteed that if the specification is implemented as a machine which is subsequently

connected to the environment, then the requirements will be satisfied.

(1) There is a set R of requirements. Each member of R has been validated (checked informally) as acceptable

to the customer, and R as a whole has been validated as expressing all the customer’s desires with respect to the

software-development project.

(2) There is a set K of statements of domain knowledge. Each member of K has been validated (checked

informally) as true of the environment.

(3) There is a set S of specifications. The members of S do not constrain the environment, they are not stated

in terms of any unshared actions or state components, and they do not refer to the future.

(4) A proof shows that:

S, K − R
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The	
  role	
  of	
  law	
  in	
  RE	
  

•  Law	
  is	
  part	
  of	
  the	
  environment,	
  which	
  the	
  STS	
  
operates	
  in	
  

•  Laws	
  affect	
  requirements	
  but	
  are	
  not	
  stakeholder	
  
requirements	
  

– Point-­‐of-­‐view	
  mismatch	
  
(actor’s	
  interests	
  vs.	
  legislator’s	
  interests)	
  	
  

– Abstrac4on	
  gap	
  
(domain	
  level	
  vs.	
  “cross-­‐domain”	
  level)	
  

4	
  



The	
  complexity	
  problem	
  

•  Law	
  states	
  norms	
  together	
  with	
  the	
  condi&ons	
  for	
  their	
  
applicability	
  

•  Italian	
  Data	
  Protec4on	
  Code	
  
–  “If	
  data	
  processing	
  is	
  carried	
  out	
  with	
  the	
  help	
  of	
  electronic	
  

means,	
  then	
  the	
  data	
  subject	
  shall	
  have	
  the	
  right	
  to	
  be	
  informed	
  

–  	
  The	
  rights	
  may	
  not	
  be	
  exercised	
  by	
  making	
  a	
  request	
  to	
  the	
  
data	
  controller	
  or	
  processor	
  if	
  the	
  personal	
  data	
  are	
  processed	
  

•  pursuant	
  to	
  the	
  provisions	
  of	
  decree-­‐law	
  no.	
  blah	
  blah	
  
•  by	
  a	
  public	
  body	
  other	
  than	
  a	
  profit-­‐seeking	
  public	
  body…	
  

–  Exercise	
  of	
  the	
  rights	
  may	
  be	
  permiTed	
  with	
  regard	
  to	
  data	
  of	
  
nonobjec&ve	
  character	
  on	
  condi&on	
  that	
  it	
  does	
  not	
  concern…	
  



Why	
  a	
  requirements	
  problem?	
  

•  Not	
  all	
  systems-­‐to-­‐be	
  are	
  subject	
  to	
  the	
  same	
  norms	
  

–  they	
  have	
  different	
  purposes	
  
– the	
  same	
  purpose	
  can	
  be	
  achieved	
  in	
  different	
  ways	
  

•  By	
  choosing	
  the	
  requirements	
  that	
  the	
  system-­‐to-­‐be	
  
should	
  sa4sfy,	
  the	
  requirements	
  engineer	
  chooses	
  
the	
  condi&ons	
  that	
  the	
  system-­‐to-­‐be	
  will	
  sa4sfy,	
  and	
  
therefore	
  also	
  the	
  norms	
  that	
  the	
  system-­‐to-­‐be	
  
should	
  comply	
  to	
  



Objec4ves	
  

•  Include	
  precondi-ons	
  and	
  postcondi-ons	
  of	
  legal	
  
norms	
  and	
  their	
  rela4onships	
  into	
  early	
  
representa-ons	
  of	
  the	
  requirements	
  problem	
  and	
  
solu4on	
  space	
  

•  Use	
  this	
  informa4on	
  to	
  evaluate	
  the	
  applicability	
  
and	
  sa&sfiability	
  of	
  norms	
  for	
  given	
  sets	
  of	
  
requirements,	
  and	
  thereby	
  the	
  compliance	
  of	
  these	
  
requirements.	
  

•  Eventually	
  through	
  automa4c	
  reasoning	
  



Norm	
  models	
  

•  L	
  =	
  {N,	
  S,	
  R}	
  
•  Norm	
  :=	
  Tuple	
  (	
  T,	
  R,	
  A,	
  P	
  )	
  

– T	
  =	
  Norm	
  Type	
  

•  Duty:	
  Pre	
  →	
  ☐Con	
  

•  Right:	
  Pre	
  →	
  ♢Con	
  

– R	
  =	
  Role	
  
– A	
  =	
  Applicability	
  condi-on	
  (precedent)	
  
– P	
  =	
  Sa-sfac-on	
  condi-on	
  (consequent)	
  



Compliance	
  

•  A	
  norm	
  applies	
  to	
  an	
  actor	
  if	
  and	
  only	
  if	
  the	
  actor	
  
finds	
  herself	
  in	
  a	
  situa-on	
  that	
  sa-sfies	
  the	
  
precondi-on	
  of	
  the	
  norm	
  

•  A	
  norm	
  is	
  sa&sfied	
  by	
  an	
  actor	
  if	
  and	
  only	
  if	
  the	
  actor	
  
find	
  herself	
  in	
  a	
  situa-on	
  that	
  sa-sfies	
  the	
  provision	
  
of	
  the	
  norm	
  

•  The	
  actor	
  complies	
  with	
  a	
  norm	
  if	
  that	
  norm	
  applies	
  
to	
  that	
  actor	
  and	
  the	
  actor	
  sa-sfies	
  that	
  norm	
  



Situa4on	
  

•  Par4al	
  state	
  of	
  the	
  world	
  
•  Represents	
  condi4ons	
  
•  Expressed	
  through	
  a	
  proposi4on	
  
– Logical	
  formula	
  

– Natural	
  language	
  

•  Can	
  be	
  evaluated	
  as	
  as	
  True	
  or	
  False	
  (or	
  Unknown)	
  
•  E.g.:	
  “The	
  gate	
  is	
  open”,	
  “the	
  light	
  is	
  blinking”	
  



Rela4ons	
  

•  Applica4on	
  rela4ons	
  
–  Relate	
  situa4ons	
  to	
  norm,	
  and	
  norms	
  to	
  other	
  norms	
  

–  Trigger	
  or	
  prevent	
  norms	
  applicability	
  

•  Sa4sfac4on	
  rela4on	
  
–  Relate	
  situa4ons	
  to	
  norm,	
  and	
  norms	
  to	
  other	
  norms	
  

–  Trigger	
  or	
  prevent	
  norms	
  sa4sfac4on	
  	
  

If	
  source	
  is	
   Target	
  is	
  

Ac4vate	
   Sat	
   App	
  

Block	
   Sat	
   Not	
  App	
  

Sa4sfy	
   Sat	
   Sat	
  

Break	
   Sat	
   Not	
  Sat	
  

Endorse	
   App,	
  Sat	
   App	
  

Derogate	
   App,	
  Sat	
   Not	
  App	
  



Example	
  

•  It	
  is	
  forbidden	
  to	
  stop	
  the	
  car	
  on	
  a	
  motorway.	
  In	
  case	
  of	
  a	
  
car	
  failure	
  is	
  permiTed	
  to	
  stop	
  the	
  car	
  on	
  the	
  motorway,	
  
provided	
  that	
  blinking	
  lights	
  are	
  switched	
  on.	
  In	
  case	
  of	
  
heavy	
  snow,	
  it	
  is	
  mandatory	
  to	
  stop	
  the	
  car	
  on	
  the	
  
motorway	
  and	
  install	
  snow	
  chain	
  on	
  the	
  car.	
  

•  .	
  

Google	
  driverless	
  car	
  



Example	
  

•  It	
  is	
  forbidden	
  to	
  stop	
  the	
  car	
  on	
  a	
  motorway.	
  In	
  case	
  of	
  a	
  
car	
  failure	
  is	
  permiTed	
  to	
  stop	
  the	
  car	
  on	
  the	
  motorway,	
  
provided	
  that	
  blinking	
  lights	
  are	
  switched	
  on.	
  In	
  case	
  of	
  
heavy	
  snow,	
  it	
  is	
  mandatory	
  to	
  stop	
  the	
  car	
  on	
  the	
  
motorway	
  and	
  install	
  snow	
  chain	
  on	
  the	
  car.	
  

•  S1	
  =	
  “stop	
  the	
  car	
  on	
  a	
  motorway”	
  

•  S2	
  =	
  “there	
  is	
  a	
  car	
  failure”	
  
•  S3	
  =	
  “blinking	
  lights	
  are	
  switched	
  on”	
  
•  S4	
  =	
  “snow	
  chains	
  are	
  installed”	
  
•  S5	
  =	
  “there	
  is	
  snow”	
  



Example	
  

•  It	
  is	
  forbidden	
  to	
  stop	
  the	
  car	
  on	
  a	
  motorway.	
  In	
  case	
  of	
  a	
  
car	
  failure	
  is	
  permiTed	
  to	
  stop	
  the	
  car	
  on	
  the	
  motorway,	
  
provided	
  that	
  blinking	
  lights	
  are	
  switched	
  on.	
  In	
  case	
  of	
  
heavy	
  snow,	
  it	
  is	
  mandatory	
  to	
  stop	
  the	
  car	
  on	
  the	
  
motorway	
  and	
  install	
  snow	
  chain	
  on	
  the	
  car.	
  

•  N1	
  =	
  Prohibi4on	
  
•  N2	
  =	
  Permission	
  

•  N3	
  =	
  Obliga4on	
  

•  .	
  



Example	
  

N1

S1

Stop the car
on a motorway

break
activate

S2

Blinking lights
are switched on

S3

Car failure

N2 N3

satisfy

AND

derogate

derogate

S5

Heavy
snow

activate

S4

Snow chains
are installed

AND

satisfy



Exploring	
  alterna4ves	
  

•  U.S.	
  HIPAA	
  45CFR164.502	
  
–  (a)	
  A	
  covered	
  en4ty	
  may	
  not	
  use	
  or	
  disclose	
  protected	
  
health	
  informa4on,	
  except	
  as	
  permiTed	
  or	
  required	
  by	
  this	
  
subpart.	
  

–  (a1)	
  A	
  covered	
  en4ty	
  is	
  permiTed	
  to	
  use	
  or	
  disclose	
  
protected	
  health	
  informa4on	
  […]	
  (ii)	
  For	
  treatment,	
  
payment,	
  or	
  health	
  care	
  opera4ons,	
  as	
  permiTed	
  by	
  and	
  in	
  
compliance	
  with	
  Sec.	
  164.506;	
  

–  (a2)	
  A	
  covered	
  en4ty	
  is	
  required	
  to	
  disclose	
  protected	
  
health	
  informa4on	
  […]	
  (ii)	
  When	
  required	
  by	
  the	
  Secretary	
  
under	
  subpart	
  C	
  of	
  part	
  160	
  of	
  this	
  subchapter	
  to	
  
inves4gate	
  or	
  determine	
  the	
  covered	
  en4ty's	
  compliance	
  
with	
  this	
  subpart.	
  

Same	
  actor	
  
Same	
  ac4on	
  
Different	
  norm	
  types	
  
Different	
  condi4ons	
  
Deroga4ons	
  



Ques4ons	
  

•  Given	
  a	
  law,	
  containing	
  a	
  set	
  of	
  norms	
  ar4culated	
  
though	
  condi4ons,	
  excep4ons	
  and	
  so	
  on,	
  which	
  of	
  
them	
  apply	
  to	
  a	
  given	
  requirements	
  model?	
  
– BoTom-­‐up	
  analysis	
  

•  Given	
  a	
  desired	
  top-­‐level	
  requirement,	
  how	
  to	
  
select	
  a	
  compliant	
  way	
  to	
  achieve	
  it,	
  that	
  is,	
  a	
  way	
  
which	
  sa4sfies	
  law	
  applicable	
  to	
  it?	
  
– Top-­‐down	
  analysis	
  

•  Link	
  goals	
  to	
  situa4ons	
  



Compliance	
  model	
  

Variability	
  model	
  

Prohibition
502 (a)

Authorization
502 (a1)

AND

break satisfy

derogate

Need to disclose PHI for treatment, 
payment, or health care operations

use or disclose
protected health information

Use internal
laboratory

Outsource
medical analysis

Do medical
analysis

OR



Prohibition
502 (a)

Authorization
502 (a1)

AND

break satisfy

derogate

Need to disclose PHI for treatment, 
payment, or health care operations

use or disclose
protected health information

Use internal
laboratory

Outsource
medical analysis

Do medical
analysis

OR

GoalGoal
++

Problem:	
  the	
  hospital	
  wants	
  to	
  outsource	
  
some	
  medical	
  analyses,	
  but	
  this	
  violates	
  
the	
  prohibi4on	
  to	
  keep	
  pa4ents	
  PHI	
  
closed	
  



Prohibition
502 (a)

Authorization
502 (a1)

AND

break satisfy

derogate

Need to disclose PHI for treatment, 
payment, or health care operations

use or disclose
protected health information

Use internal
laboratory

Outsource
medical analysis

Do medical
analysis

OR

GoalGoal
++

Disclosing	
  PHI	
  for	
  outsourcing	
  medical	
  
analyses	
  is	
  only	
  allowed	
  if	
  the	
  
outsourcing	
  is	
  actually	
  needed	
  for	
  health	
  
care	
  opera4ons	
  	
  



Prohibition
502 (a)

Authorization
502 (a1)

AND

break satisfy

derogate

Need to disclose PHI for treatment, 
payment, or health care operations

use or disclose
protected health information

Do medical
analysis

OR

Check laboratory
availability

Send specimen
to laboratory

Use internal
laboratory

AND

- - D

Send specimen
to external lab

Outsource
medical analysis

AND

Send patient's
vital information

Solu4on:	
  the	
  hospital	
  tries	
  to	
  do	
  the	
  analysis	
  
internally;	
  if	
  this	
  is	
  not	
  possible	
  (“Check	
  
laboratory	
  availability”	
  fails)	
  then	
  the	
  need	
  
for	
  external	
  health	
  care	
  opera4ons	
  arises	
  



Prohibition
502 (a)

Authorization
502 (a1)

Obligation
502 (2)

PHI is
used or disclosed

break

activate

required by the
Secretary

Need for treatment, 
payment, or health care

operations
use or disclosure made

to the individual
limit PHI to the minimum necessary
 to accomplish the intended purpose

 of the use, disclosure, or request

Disclosures to or requests
by a health care provider

for treatment

Obligation
502 (b)

requested by
the individual

502 (a2i)

AND

164.524

164.528

164.502

502 (a1ii)

satisfy
satisfy

have authorization

AND

164.508

502 (a1iv)

502 (a1i)

satisfy

502 (a2ii)

satisfy

Authorization
502 (b2i)

-block

satisfy

...

...

...

Co
m

pl
ia

nc
e 

M
od

el
Va

ria
bi

lity
 M

od
el

activate activate

satisfy

AND

AND

activate
activatesatisfy

activate

activateactivateactivate

OR

OR

block -block

-block

-block block

164.506

activate

Authorization
502 (b2ii)

satisfy

agreement
to a restriction

502 (c)

activate

disclosure limited
to the restriction

AND

satisfy

Duty Situation

Legenda

Right

activate
break

Make-Applicable
relations

satisfy
block

Fulfills
relations

AND

And-operator
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