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Socio-Technical Systems (STS) 

!  An interplay of humans, organisations, and technical 
systems 

! Founded upon the notion of social reliance  

!  Complex systems 

! Defined in terms of interaction among actors 

! Each participant is autonomous  

!  Examples: smart homes, e-commerce sites, … 
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The Security Problem 

!  Not just technical (encryption, access control, …) 

!  Social aspects are a main concern  

!  Decentralised setting: no controlling authority  

!  Autonomy: security cannot be enforced 
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Security Requirements via Commitments 

STS-ml 

!  Take a service-oriented stance 

!  Relate security requirements to interaction between actors (service consumer 
and provider) 

!  Allow actors to express constraints (security needs) over interactions 

"  E.g.: in e-commerce buyer wants seller to use its credit card information strictly to 
conclude the payment and not to disclose them to other parties   

!  Specify security requirements in terms of social commitments 

!  Social commitments represent the constraints the actors shall comply with 
while interacting 

"  E.g.: seller commits not to disclose buyer’s credit card details to other parties 
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The Inconsistency Problem 

!  Security specifications guide the design of a STS that satisfies the 
security requirements 

!  Inconsistent security requirements have severe consequences 

!  Implementation of a STS that will not satisfy at least one requirement  

!  Violation of critical properties: confidentiality 

"  Law infringement, monetary sanctions 

!  Key question: Is the specification consistent?  
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Formal Framework 

!  Focus on security requirements in a STS-ml specification 

!  A framework to detect inconsistencies 

!  Inconsistencies not trivial to find 

!  Scalability is an issue  

!  Formally Defined 

!  Security needs supported by STS-ml 

!  The derived security requirements (in terms of commitments)   
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Organisational-Security Inconsistencies  
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!  Unauthorised delegation 
!  Delegatee further delegates the goal even though no-delegation is specified 

!  Unauthorised utilisation 

!  Information (or parts of it) is utilised for other purposes than authorised  

!  Unauthorised delegation of rights 

!  Actor does not have the right itself and passes it to others  

!  Actor has the rights, but not the right to transfer them to other actors, and still 
delegates  

!  Unauthorised Operations 

!  Actor uses/modifies/produces/distributes some information without having the 
authorisation to do so 







Security Requirements Inconsistencies 
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!  Conflicts over delegations 

! Multiple actor true redundancy and no-delegation 

! Single actor true redundancy and no-delegation result in 
single actor fallback redundancy   

!  Conflicts over authorisations 

! Actor receives contradicting authorisations from at least two 
different authorised actors 

! 5 types of conflicts (per operation + transferability) 





Ongoing and Future Work 

!  Revise the formalisation 

!  Implement automated reasoning framework 

!  Evaluation  

! 3 different case studies 
" Air traffic management 

"  E-Government 

"  Telecommunication 
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The end 

Thank you! 

Questions? 
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