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1. Background

* Organizations depend on information to perform their
everyday tasks, the performance of these tasks are highly
related to the information reliability.

 Nowadays, most of the organizations intend to secure
their information systems. However, designing a secure
information system is not an easy task.

* It has long been recognized that integrity, together with
confidentiality and availability, is a fundamental
requirement for secure information systems.
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2. Problem

. Considering the integrity requirements is hard due to the nature of these
systems mainly because of two reasons:

1. information is created, stored and exchanged between autonomous
systems. It can exist in different forms, it can be communicated or
transferred in different means.

2. people are considered as an integrated part of these systems, and they can be a
main source for compromising the integrity of the data especially when they
create, modify, share, exchange or transfer the data. However, this problem is
mainly because of the following two reasons:

. Information creation, modification, sharing, exchanging or transferring
do not take place in an ideal environment all the times;
. In some cases, the information creation, modification, sharing,

exchanging or transferring is not fully under the control of the IT
system, since not all the people's actions are automated.




3. information integrity

* Integrity definition changes based on the domain in which it has been

defined.
--_------
Cobit [18 X
Bovee [8] X X X X
Boritz [7] X X X X
Mandke [24] X X X X
Hansen [16] X X X

* Information integrity is concerned with preserving the meaning of
information, with preserving the completeness and consistency of its
representations within the system, and with its correspondence to its
representations external to the system [24].
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4. Security/Integrity mo

Bell-LaPadula Model (1973).

Biba Model (1977).

Lipner Commercial Integrity Model (1982).
GOGUEN AND MESEGUER MODEL (1982).
CLARK AND WILSON MODEL (1987).

Ealiad |
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4.1 Biba Model

Biba model supports the access control of both subjects and objects. Each subject and object have
an integrity level associated with it. Each integrity level will be represented as L= (C, S)

The Biba model elements support five different integrity policies: (1) Low-Water Mark Policy, (2)
Low-Water Mark Policy for Objects, (3) Low-Water Mark Integrity Audit Policy, (4) Ring Policy, and
(5) Strict Integrity Policy.

Strict Integrity Policy:
- Simple Integrity Condition: s € S can observe o€ O if and only if i(s) < i(o) (“no read-down”).
- Integrity Star Property: s € S can modify o€ O if and only if i(0) < i(s) (“no write-up”).

Low-Watermark Policy:

- Integrity Star Property: s € S can modify o€ O if and only if i(0) < i(s) (“no write-up”).

- Asubject may examine any object. If s € S examines o € O then i’(s) = min(i(s),i(0)), where i'(s) is the
subjects integrity level after the read.




4.2 CLARK AND WILSO

* There are two keys to the Clark and Wilson integrity policy:

1-The well-formed transaction: user cannot manipulate data arbitrarily, but only in
constrained ways that preserve or ensure the internal consistency of the data.

and
2- separation of duty: to ensure the external consistency of data objects.

* The Clark and Wilson model is defined in terms of four elements:

1-constrained data items (CDls), TP
2-unconstrained data items (UDlIs), TP ‘

3- integrity verification procedures (IVPs), @

4- transformation procedures (TPs). ' VP
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4.3 Integrity in RE

* Abuse cases [17] and misuse case [18] both did not provide a special
primitives for modeling and reasoning about integrity, even they both provide
high level modeling and reasoning mechanisms to capture threads to the
system.

* SecureUML [3] was mainly developed to model access control policies. In
UMLsec [13], integrity was modeled as a constraint, which can restrict
unwanted modification, but data still can be modified in several other ways.

* Abuse frame [14] like UMLsec addresses the integrity problem (modification)
by preventing unauthorized actors from modifying the data or prevent
authorized actors from doing unauthorized modifications.
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5. Integrity requirements

To address the integrity requirements of the system
,we have to address the following four points:

1. Prevention and detection of errors,

2. Control of information-flow,

3. Data verification,

4. Data validation.
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1.

5.1 Prevention and detection

Information
sources.

Information
creations,
possess and
provide.
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5.2 Control of informatio

1. Integrity models concerning with the notion of information-flow
include the Strict Integrity model and the Low Water-Mark
model.

2. The level of information integrity will be changed during its flow
based on the permissions that the actors have.

Info

Info

(8)
@) @ oo .
id

ssess permission delegation(Dpo) ~ Write permission delegation(Dw) Request Provide Creator Info
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5.3 Data verification

1.  Data verification requirement states that all data items must be verified

(accurate and complete).
2. The requirement states that as long as the well-formed procedures receive
verified data, the transaction takes data from one valid state to another.

TP

TP
UDI cDI

IVP
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5.4 Data validation.

1. Certain data item may lose its integrity based on
factors such as time, event etc.

2. Data validation process should look for
inconsistency in the data items and report the
same. It helps to maintain consistency between
internal and external world.
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6.1 Case study — domain

* A healthcare system is an organization of people,
institutions (clinics, hospitals, laps ...) and resources to
deliver healthcare services to meet health needs of
target population.

e Avariety of health information systems; these systems

create, exchange and share medical records or electronic
health records (EHR).

* Due to the complex nature of these systems, they may

not be able to preserve the integrity of the shared and
exchanged information.
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6.1 Case study — domain

(Personal Health Record System (PHR-S)>

A
o Referral data Referral data Referral data Home
Physician Hospital behavior community
office EHR-S - -
EHR-S health EHR- healthSEHR
S

Regional Health Information Organization
(RHIO) Record Locator Service
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6.2 EHR types

Basic-Generic EHR

*

[ |
Sharable EHR Non-sharable EHR

*

Integrated care EHR

1. The basic—generic EHR is a repository of information regarding the health
status of a subject of care, in computer processable form.

2. The non-shareable HER,
3. The shareable HER,

4. The Integrated Care EHR (ICEHR) Its primary purpose is the support of
continuing, efficient and quality integrated health care and it contains
information which is retrospective, concurrent, and prospective.

ISO/TS 18308:2004, ISO/TR 20514:2005.
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6.3 EHR life cycle

- [ Record Retention, Stewardship |

\J

Record Record Record Record Loss |
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1. Figure From ISO 21089, “Health Informatics — Trusted End-to-End Information Flows”
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7. Requirements Eliciting

Requirements Modeling Process

- - Requiremets
Requirements l Modeling Actors Modeling social Mod'ellpg P
oL > , p  permission p1 Verification & >
Elicitation & their goals dependency delegation . )
g Validation
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