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* INTRODUCTION

Introduction

BACKGROUND

Requirement elicitation Domain knowledge and Specification
must be sufficient for the satisfaction

- problem: D,S =R of Requirements
o m How to derive S from D and R?
© RE&TEESEE,-EFFS{ We want to represent requirements

l
HV Goals are primitive concepts in our
modeling language

GOAL REFINEMENT: systematic way
X X of deriving S from D and R

[1] Zave, P., Jackson, M.: Four dark corners of requirements engineering. ACM Trans. Softw. Eng. Methodol. 6(1), 1-30 (1997)
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* INTRODUCTION

Introduction

= Why norms and goals? MOTIVATIONS
- Regulatory compliance is pervasive: STS, IS, ...

@ - Regulatory compliance is expensive

E%i 3 H 1
7 - Fines, prosecutions
—

HIPAA: $17.6 billion
Dodd-Frank: $8 billion (estimatea)

Revenue loss
Productivity loss
Business disruption

= What’s the problem?

)
RE methodologies natively
- lack normative reasoning/analysis % HV
- have no legal concepts and
Including normative directly as goal does @ m

Do NoT "\
not make sense C|>
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« GOALsSAND - Norms
NORMS

Goals and Norms

NORMS

= \We need to represent the law

l
Norm is a primitive concept in our modeling language A

CNorm := (Type, || Holder, Beneficiary, || Antecedent, Consequent)

Modality Roles Situations
e.g. Right that has to the one who's make the make the
Duty satisfy the interests are norm norm
norm helped applicable satisfied

A situation is defined as the neutral concept of
partial state of the world.

SITUATIONS
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* GOALS AND
NORMS - Modeling norms

Goals and Norms

MODELING NORMS

m How to represent norms with situations?

Relations (Situation x Norms)

[ER'12, Siena et al.]

extinguisher”)

apply Situation makes applicable (or block) a norm
M (e.g. “every public building must have fire

P /\ Situation satisfy (or break) a norm (e.g. “fire
extinguisher in the building”)

Norm = {Compliant, Un-compliant,
Tolerated, Inconclusive}

290 Sor
- .y Fire extinguisher
Public buildin
el in the building
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Situations = {True,
False,

Undefined}




* GOALS AND
NORMS - Modeling norms

Goals and Norms

m Example: music sharing platform

DUTY: give legal proof
of where digital tracks
come from

Share
playlist

mp3 song .

stored
in computer

MODELING NORMS

[ER’12, Siena et al.]

DUTY: Do not share

copyrighted material

Sharing among
different users

hp3 song

Owner of computer | Owner of computer shared
has original CD has only a copy of | ' Sharing is within
the original CD computers of the Sit 1+4+5 = compliant
same owner Sit 1+4+6 = non-compliant

Sit 1+2 are satisfied = compliant
Sit 1+3 are satisfied = non-compliant

RIGIM'12 - October 17, 2012




«  (GOALS AND

NORMS
- Goals vs. Norms

Goals and Norms

DIFFERENT VARIABILITY

Different norms apply in

different situations and the overall
compliance also varies depending on
situations

DIFFERENT DESIRABILITY or " "f‘é‘éy”gA

Copyright law: “... digital copy stored
ABSTRACTION GAP in an electronic device” LLaPtop

Share
music,

iPod External HD

Tablet

Copyright law: “a work is under copyright

Software /// proteC’;IO? frorr;.th? Norms describe classes of legal actors
moment ot creation (legal elements) in different situations and are

Book cross domain

Song
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« COMPLIANCE - Challenge #1: Applicability
PROBLEM

Compliance problem

CHALLENGE #1: APPLICABILITY

S1

Situations

During the design of a new system,

goal refinement changes dynamically
the norm affecting the system

Different norms are
applicable depending on the
situations holding

We need to support the requirement
design, and to evaluate the applicability of

the norms during this operationalization
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* COMPLIANCE
PROBLEM - Challenge #2: Appropriateness

Compliance problem

CHALLENGE #2: APPROPRIATENESS

- Need to evaluate actor behaviors
and their compliance

HV > @ | - Norms affect goals and different actors

- The traditional “goal refinement”

Goal refinement: methodology (operationalization) needs to be a “goal reconciliation”
functional to the satisfaction of a goal

Goal reconciliation: methodology to

evaluate the relationship between goals Our ARGUMENTATION-BASED
and norms approach
’ A discussions evaluates compliance
decision under three perspectives:
‘ Check norms 1. practical (stakeholders),
2. legal (lawyers), and
Refme goal model 3. technical (engineers)

RIGINM2 - Octe CompIeX|ty = Goals x Norms



 COMPLIANCE
PROBLEM

- Challenge #3: Responsibility

Compliance problem

= Example: CHALLENGE #3: RESPONSIBILITY
music sharing platform

IDuty to pay copyright fees

a’e/eT allon\

0p o °
HV& Duty to pay A's copyright fees

delegation — A delegates B-
(legal) responsibility | Wwho is responsible? / Q \

is the delegation legally acceptable?
how to monitor responsibility?
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« CONCLUSIONS

Conclusions

| Norms & Goals = Different variability

aLs

]
+

Actors

O

Responsibility
problem

= Different desirability
= Abstraction gap

What norms
apply? [ER12]

v

Challenges: appropriateness,
applicability,
responsibility

Huge space of
alternatives [work in progress]

* How to manage this large amount?
*  Which alternatives are compliant?
« Which alternative satisfy stakeholder requirements?

[work in progress]
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Are actors behaviors appropriate?

Who is responsible?

Is delegation possible? Is it traceable?




Questions?
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