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Organizational setting

Motivation
• Socio-Technical System

Human

Software Hardware
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Motivation
• However... 

• a piecemeal fashion

• Case: How do you make your paper secure?

• A: set a password to the file

• B: use some anti-virus software 

• C: lock the computer

• ...
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Research Problem

• Design secure STS through multi-views

• Business process view

• Application view

• Infrastructure view
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Research Problem

Business Analyst Software Developer Infrastructure Designer

Design secure 
business process

Design 
secure STS

Design secure 
application

Design secure 
infrastructure

D, S ⊢ R, SR

Dbp, Sbp ⊢ Rbp, SRbp Dapp, Sapp ⊢ Rapp, SRapp Dinf, Sinf ⊢ Rinf, SRinf
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Research Approach

Dbp, Sbp ⊢ Rbp, SRbp

Dapp, Sapp ⊢ Rapp, SRapp

Dinf, Sinf ⊢ Rinf, SRinf

D, S ⊢ R, SR• Research structure
1

2

4

3

5

6

• Research task
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Research Approach
• Research Baseline

• Requirement goal model (KAOS)

• Business process model (BPMN)

• Attack model (Attack tree)

• Risk model (CORAS)

• Security pattern

• State diagram (UML)

• Deployment diagram (UML)
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Illustration

• Smart Grid

• Traditional power 
grid enhanced by ICT

• Two-way 
communication 
through smart meters
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• System requirement model (R,SR) 

Illustration

Self-detecting Revenue 
protection

pricing

Outage 
detection

Tamper 
detection 

Meter reading

Remote 
connection/

disconnection

Customer 
usage 

Information 
display

Pre-paid 
metering

Confidentiality
[Meter data]

Integrity
[Meter data]

Integrity
[Meter data]

Integrity
[Control 

Command]

Integrity
[Meter data]

Availability
[Detection 

device]

Integrity
[Pricing info]

Confidentiality
[User energy 

usage]

Real time 
pricing

Time of use 
pricing

Develop smart 
grid

Via cell phone

Via AMI 

Via computer

Periodic meter 
reading

On-demand 
meter reading

Confidentiality
[User energy 

usage]
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• System requirement model (R,SR) 

Illustration

Customer
Confidentiality
[Energy usage 

info]

Service 
Provider

Continuously 
send pricing

Collect load info

Real time 
pricing

Real time 
pricing

Reply load 
situation Get pricing 

data

Adjust power 
uasge

Automatically
Manually

Integrity
[Pricing 

info]

Collect load info

Get pricing 
data

Dbp, Sbp ⊢ Rbp, SRbp

Dapp, Sapp ⊢ Rapp, SRapp

Dinf, Sinf ⊢ Rinf, SRinf

D, S ⊢ R, SR
1

2

4

3

5

6

12

12年11月14日星期三



Illustration
• Business process model (Dbp, Sbp ⊢ Rbp)

Load 
info

Decide 
pricing

Receive 
load query 

request

Measure 
current load

Send load 
info

Send load 
query request

Receive 
load info

Pricing 
info

Send 
pricing info

Receive 
pricing info

Check 
pricing

Adjust 
power 
usage

Manual control? Adjust 
power 
usage

Usage 
plan

Yes

No
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Illustration
• Generate security solution for BP           

(Dbp, Sbp ⊢ Rbp, RSbp)

Load 
info

Decide 
pricing

Receive 
load query 

request
Measure 

current load
Send load 

info

Send load 
query request

Receive 
load info

Pricing 
info

Send 
pricing info

Receive 
pricing info

Check 
pricing

Adjust 
power 
usage

Manual control? Adjust 
power 
usage

Usage 
plan

Yes

Encrypt data

Decrypt 
data

No

pass?

Yes

No

Authenticate 
executor Encrypt data

Decrypt 
data

Dbp, Sbp ⊢ Rbp, SRbp

Dapp, Sapp ⊢ Rapp, SRapp

Dinf, Sinf ⊢ Rinf, SRinf

D, S ⊢ R, SR
1

2

4

3

5

6
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Illustration
• Requirement goal model for application           

(Rapp, RSapp)

Dbp, Sbp ⊢ Rbp, SRbp

Dapp, Sapp ⊢ Rapp, SRapp

Dinf, Sinf ⊢ Rinf, SRinf

D, S ⊢ R, SR
1

2

4

3

5

6
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Support 
deciding
pricing

Receive/
send data

Display info
Retrieve 

history data

Encryption 
data

Authenticate 
user

high-level 
encryption
strength 

Authenticati
on cannot be 

bypassed

Develop RTP 
system

Forecast 
load
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Illustration
• Generate state diagram for application 

design (Dapp, Sapp ⊢ Rapp)
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Idle

send load 
query request

waiting get inforeceive 
load info

authent
icaing

authenticate
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fail

pass

deciding pricing

decided
pricing

pushing 
data

send pricing to customer

Displaying 
info

Retrieving 
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require history data get data

Calculating

forecast load count out
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Illustration
• Generate state diagram for application 

design (Dapp, Sapp ⊢ Rapp, RSapp)
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Research Steps
• Given a socio-technical system and a set of security 

requirements, design through a systematic process a security 
solution.

• Given a set of organizational objectives and  security 
requirements, design a secure socio-technical system that 
fulfills organizational objectives and security requirements.

• Given a secure socio-technical system and some required 
changes, derive a new system that accommodates the 
changes, and continues to meet organizational objectives and 
security requirements.
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Related work
• Misuse/abuse case,  Abuse frame, Anti-goal

• i* based security analysis(Elahi, Liu, Mayer)

• UMLsec, SecureUML

• Secure Tropos (Mouratidis, Zannone)

• Kruchten, P.  Architectural blueprints: The 
”4+1” view model of software architecture.
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Conclusion

• Security should be considered from multi-
view to provide an all-round security 
solution.

• Design secure STS through multi-view, 
which consists of business process, 
application and infrastructure.
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Thank you!
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Questions?
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